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The Impact of Internal Audit Activities on Cybersecurity Risks in
Yemeni Banks: A Field Study

Abstract:

This study aimed to analyse the impact of internal audit activities on
cybersecurity risks within Yemeni banks, proceeding from the reality of
accelerating digital transformation and the attendant escalation of cyber
threats — particularly in a sector as critical as banking. A descriptive-
analytical methodology was employed, with a questionnaire used as the
data collection instrument. The questionnaire was distributed to the study
population and sample, comprising 19 commercial and Islamic banks, with
internal auditors working within those institutions serving as the target
group. Given the relatively small size of this group, a comprehensive
survey approach was adopted: 100 questionnaires were distributed and 82
valid responses were retrieved for analysis. The findings confirm that
internal audit functions in Yemeni banks carry out effective risk
assessment and planning activities with respect to cybersecurity risks;
however, they need to further develop their strategic role, particularly in
scrutinising social engineering threats. Crucially, the study established a
statistically significant negative relationship between internal audit
activities and cybersecurity risk levels — indicating that such activities
effectively contribute to risk reduction. These findings highlight the
pivotal role of internal auditing in safeguarding the banking sector against
growing threats. The study concluded by recommending the reinforcement
of the strategic role of internal auditing, the provision of specialised
training for cybersecurity auditors, and the encouragement of banks to
adopt internationally recognised security frameworks.

Keywords: Internal Audit, Cybersecurity, Cyber Risks, Banks
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